PRIVACY IMPACT ASSESSMENT: DEPARTMENT OF ENERGY
SAVANNAH RIVER OPERATIONS OFFICE
PRISM SYSTEM
PIA Template Version 3 — May, 2009

Department of Energy
Privacy Impact Assessment (P1A)

Guidance is provided in the template. See DOE Order 206.1, Department of Energy Privacy Program,
Appendix A, Privacy Impact Assessments, for requirements and additional guidance for conducting a
PIA: http://www.directives.doe.gov/pdfs/doe/doetext/neword/206/02061.pdf

Please complete electronically: no hand-written submissions will be accepted.

This template may not be modified.

MODULE | - PRIVACY NEEDS ASSESSMENT

Date August 9, 2010
Departmental Office of Environment Management
Element & Site Department of Energy — Savannah River Operations Office

Name of Information

System or IT Project Department of Energy Savannah River Operations Office PRISM System

Exhibit Project UID |UPI Code: 019-60-02-00-01-5000-04

New PIA X
Update
Name it Contact Informaftlon
Phone, Email
System Joseph Collins, Jr., Senior Systems (803) 952-8342
Administrator Administrator, Energy Enterprise Solutions joseph02.collins@srs.gov

Local Privacy Act | Pauline Conner, Privacy Act Officer (GBS ohe ol

Officer pauline.conner@srs.gov
Cyber Security

Expert reviewing this |Chris Upshaw, Information Systems Security (803) 952-7735
document (e.g. ISSM, | Officer, DOE-SR chris.upshaw@srs.gov

CSSM, ISSO, etc.)
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PRIVACY IMPACT ASSESSMENT: DEPARTMENT OF ENERGY

SAVANNAH RIVER OPERATIONS OFFICE
PRISM SYSTEM
PIA Template Version 3 — May, 2009

MODULE | — PRIVACY NEEDS ASSESSMENT

Person Completing
this Document

(803) 952-8134
pauline.conner@srs.gov

Pauline Conner, Privacy Act Officer

Purpose of
Information System
or IT Project

The purpose of the PRISM system is to track email communications received from
and sent to a country outside the United States. In addition, the individuals from a
foreign country may request records (e.g., radiation exposure, medical, personnel,
etc.) to assist them with filing Energy Employees Occupational lliness Compensation
Program Act claims for conditions that may be due to exposures during employment
by or for DOE by submitting a Freedom of Information and/or Privacy Act request.

Type of Information
Collected or
Maintained by the
System:

(<] SSN Social Security number

[ ] Medical & Health Information e.g. blood test results
] Financial Information e.g. credit card number

[] Clearance Information e.g. "Q"

[ ] Biometric Information e.g. finger print, retinal scan
[ ] Mother's Maiden Name

DoB, Place of Birth

[X] Employment Information

[] Criminal History

X] Name, Phone, Address

[] Other — Please Specify

system?

Has there been any attempt to verify Pll does not exist on the

DOE Order 206.1, Department of Energy Privacy Program, defines Pll as
any information collected or maintained by the Department about an individual,
including but not limited to, education, financial transactions, medical history
and criminal or employment history, and information that can be used to
distinguish or trace an individual’s identity, such as his/her name, Social
Security number, date and place of birth, mother's maiden name, biometfric
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